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Security Patches for Mindray Products Running on Windows OS (Dec, 2025)

CONTENT

To Whom It May Concern,
Below content is only for your information.

Introduction:

We have reviewed the applicability to Mindray products of the Microsoft Windows security
patches released in Dec, 2025. The following CVEs have been evaluated:

CVE Identifiers

CVE-2025-64680
CVE-2025-64679
CVE-2025-64678

Windows DWM Core Library Elevation of Privilege Vulnerability
Windows DWM Core Library Elevation of Privilege Vulnerability
Windows Routing and Remote Access Service (RRAS) Remote

Code Execution Vulnerability

CVE-2025-64673
CVE-2025-64670
CVE-2025-64661
CVE-2025-64658
CVE-2025-62573
CVE-2025-62572
CVE-2025-62571
CVE-2025-62570
Vulnerability

CVE-2025-62569
CVE-2025-62567
CVE-2025-62565
CVE-2025-62549

Windows Storage VSP Driver Elevation of Privilege Vulnerability
Windows DirectX Information Disclosure Vulnerability

Windows Shell Elevation of Privilege Vulnerability

Windows File Explorer Elevation of Privilege Vulnerability

DirectX Graphics Kernel Elevation of Privilege Vulnerability
Application Information Service Elevation of Privilege Vulnerability
Windows Installer Elevation of Privilege Vulnerability

Windows Camera Frame Server Monitor Information Disclosure

Microsoft Brokering File System Elevation of Privilege Vulnerability
Windows Hyper-V Denial of Service Vulnerability

Windows File Explorer Elevation of Privilege Vulnerability
Windows Routing and Remote Access Service (RRAS) Remote

Code Execution Vulnerability

CVE-2025-62474

Windows Remote Access Connection Manager Elevation of

Privilege Vulnerability

CVE-2025-62473

Windows Routing and Remote Access Service (RRAS) Information

Disclosure Vulnerability

CVE-2025-62472

Windows Remote Access Connection Manager Elevation of

Privilege Vulnerability

CVE-2025-62470
Vulnerability

CVE-2025-62469
CVE-2025-62468
Vulnerability

CVE-2025-62467
CVE-2025-62466
CVE-2025-62465
CVE-2025-62464
CVE-2025-62463

Windows Common Log File System Driver Elevation of Privilege

Microsoft Brokering File System Elevation of Privilege Vulnerability
Windows Defender Firewall Service Information Disclosure

Windows Projected File System Elevation of Privilege Vulnerability
Windows Client-Side Caching Elevation of Privilege Vulnerability
DirectX Graphics Kernel Denial of Service Vulnerability

Windows Projected File System Elevation of Privilege Vulnerability
DirectX Graphics Kernel Denial of Service Vulnerability
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CVE-2025-62462
CVE-2025-62461
CVE-2025-62458
CVE-2025-62457
Vulnerability
CVE-2025-62456
Vulnerability
® CVE-2025-62455
Vulnerability
® CVE-2025-62454
Vulnerability
CVE-2025-62221
Vulnerability
CVE-2025-59517
CVE-2025-59516
CVE-2025-55233
CVE-2025-54100

Windows Projected File System Elevation of Privilege Vulnerability
Windows Projected File System Elevation of Privilege Vulnerability
Win32k Elevation of Privilege Vulnerability

Windows Cloud Files Mini Filter Driver Elevation of Privilege

Windows Resilient File System (ReFS) Remote Code Execution
Microsoft Message Queuing (MSMQ) Elevation of Privilege
Windows Cloud Files Mini Filter Driver Elevation of Privilege
Windows Cloud Files Mini Filter Driver Elevation of Privilege
Windows Storage VSP Driver Elevation of Privilege Vulnerability
Windows Storage VSP Driver Elevation of Privilege Vulnerability

Windows Projected File System Elevation of Privilege Vulnerability
PowerShell Remote Code Execution Vulnerability

For more details, please refer to the Microsoft website:
https://portal.msrc.microsoft.com/en-us/security-quidance.

Impacted Mindray Products:

The following table lists the impacted device and those hotfixes determined to be
applicable to each device:

Product oS

Necessary Pre-
Hotfix Download website
installed patch

Windows 10
Professional SP1

64bit 1809

KB5005112
windows10.0-kb507 1544-
KB5071544 KB5003243
x64 5fa88343a6db3dcae998e3197250446316995ee7.msu

KB4587735

Windows Server

KB5005112
windows10.0-kb507 1544-
KB5071544 KB5003243

Professional SP1

BeneVision
64bit 1809

2019 x64 5fa88343a6db3dcae998e3197250446316995ee7.msu
KB4587735
BeneVision
Windows 10 windows10.0-kb5071543- KB4498947
CMS KB5071543
1607 for 32-bit x86 cd23c0885d23abc88a3caab4a2352eabe41a85ac.msu KB4132216
Windows 10
windows10.0-kb5071543- KB4498947
1607 for x64- KB5071543
x64 025ec75233c046b89159ab58b47f216652240872.msu KB4132216
based
Windows Server windows10.0-kb5071543- KB4498947
KB5071543
2016 x64 025ec75233c046b89159ab58b47{216652240872.msu KB4132216
Windows 10 KB5005112

windows10.0-kb507 1544-
KB5071544 KB5003243
x64 5fa88343a6db3dcae998e3197250446316995ee7.msu

KB4587735

CMS Viewer
Windows 10

1607 for 32-bit

windows10.0-kb5071543- KB4498947

KB5071543

x86 cd23c0885d23abc88a3caab4a2352eabe41a85ac.msu KB4132216



https://portal.msrc.microsoft.com/en-us/security-guidance
https://catalog.s.download.windowsupdate.com/d/msdownload/update/software/secu/2025/12/windows10.0-kb5071544-x64_5fa88343a6db3dcae998e3197250446316995ee7.msu
https://catalog.s.download.windowsupdate.com/d/msdownload/update/software/secu/2025/12/windows10.0-kb5071544-x64_5fa88343a6db3dcae998e3197250446316995ee7.msu
https://catalog.s.download.windowsupdate.com/d/msdownload/update/software/secu/2025/12/windows10.0-kb5071544-x64_5fa88343a6db3dcae998e3197250446316995ee7.msu
https://catalog.s.download.windowsupdate.com/d/msdownload/update/software/secu/2025/12/windows10.0-kb5071544-x64_5fa88343a6db3dcae998e3197250446316995ee7.msu
https://catalog.s.download.windowsupdate.com/d/msdownload/update/software/secu/2025/12/windows10.0-kb5071543-x86_cd23c0885d23abc88a3caab4a2352ea6e41a85ac.msu
https://catalog.s.download.windowsupdate.com/d/msdownload/update/software/secu/2025/12/windows10.0-kb5071543-x86_cd23c0885d23abc88a3caab4a2352ea6e41a85ac.msu
https://catalog.s.download.windowsupdate.com/d/msdownload/update/software/secu/2025/12/windows10.0-kb5071543-x64_025ec75233c046b89159ab58b47f216652240872.msu
https://catalog.s.download.windowsupdate.com/d/msdownload/update/software/secu/2025/12/windows10.0-kb5071543-x64_025ec75233c046b89159ab58b47f216652240872.msu
https://catalog.s.download.windowsupdate.com/d/msdownload/update/software/secu/2025/12/windows10.0-kb5071543-x64_025ec75233c046b89159ab58b47f216652240872.msu
https://catalog.s.download.windowsupdate.com/d/msdownload/update/software/secu/2025/12/windows10.0-kb5071543-x64_025ec75233c046b89159ab58b47f216652240872.msu
https://catalog.s.download.windowsupdate.com/d/msdownload/update/software/secu/2025/12/windows10.0-kb5071544-x64_5fa88343a6db3dcae998e3197250446316995ee7.msu
https://catalog.s.download.windowsupdate.com/d/msdownload/update/software/secu/2025/12/windows10.0-kb5071544-x64_5fa88343a6db3dcae998e3197250446316995ee7.msu
https://catalog.s.download.windowsupdate.com/d/msdownload/update/software/secu/2025/12/windows10.0-kb5071543-x86_cd23c0885d23abc88a3caab4a2352ea6e41a85ac.msu
https://catalog.s.download.windowsupdate.com/d/msdownload/update/software/secu/2025/12/windows10.0-kb5071543-x86_cd23c0885d23abc88a3caab4a2352ea6e41a85ac.msu
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Windows 10
windows10.0-kb5071543- KB4498947
1607 for x64- KB5071543
x64 025ec75233c046b89159ab58b47f216652240872.msu KB4132216
based
Windows 10 KB5005112
windows10.0-kb507 1544-
Professional SP1 | KB5071544 KB5003243
x64 5fa88343a6db3dcae998e3197250446316995ee7.msu
64bit 1809 KB4587735
KB5005112
Windows Server windows10.0-kb5071544-
KB5071544 KB5003243
Hypervisor X | 2019 x64 5fa88343a6db3dcae998e3197250446316995ee7.msu
KB4587735
CMS
Windows 10 windows10.0-kb5071543- KB4498947
KB5071543
1607 for 32-bit x86 cd23c0885d23abc88a3caab4a2352eabe41a85ac.msu KB4132216
Windows 10
windows10.0-kb5071543- KB4498947
1607 for x64- KB5071543
x64 025ec75233c046b89159ab58b47f216652240872.msu KB4132216
based
Windows 10 KB5005112
windows10.0-kb5071544-
Professional SP1 | KB5071544 KB5003243
x64 5fa88343a6db3dcae998e3197250446316995ee7.msu
64bit 1809 KB4587735
KB5005112
Windows Server windows10.0-kb5071544-
KB5071544 KB5003243
2019 x64 5fa88343a6db3dcae998e3197250446316995ee7.msu
eGateway KB4587735
Windows 10
windows10.0-kb5071543- KB4498947
1607 for x64- KB5071543
x64 025ec75233c046b89159ab58b47f216652240872.msu KB4132216
based
Windows Server windows10.0-kb5071543- KB4498947
KB5071543
2016 x64 025ec75233c046b89159ab58b47f216652240872.msu KB4132216
Windows 10
windows10.0-kb5071543- KB4498947
1607 for x64- KB5071543
x64 025ec75233c046b89159ab58b47f216652240872.msu KB4132216
based
MLDAP Windows Server windows10.0-kb5071543- KB4498947
KB5071543
Server 2016 x64 025ec75233c046b89159ab58b47f216652240872.msu KB4132216
KB5005112
Windows Server windows10.0-kb5071544-
KB5071544 KB5003243
2019 x64 5fa88343a6db3dcae998e3197250446316995ee7.msu
KB4587735
Windows Server windows10.0-kb5071543- KB4498947
KB5071543
2016 x64 025ec75233c046b89159ab58b47f216652240872.msu KB4132216
BeneVision
. KB5005112
Mobile Server | Windows Server windows10.0-kb5071544-
KB5071544 KB5003243
2019 x64 5fa88343a6db3dcae998e3197250446316995ee7.msu
KB4587735
Windows 10
windows10.0-kb5071543- KB4498947
iView 1607 for x64- KB5071543
x64 025ec75233c046b89159ab58b47f216652240872.msu KB4132216
based

Conclusion and Recommendation:

We have validated that the Mindray products of the latest version can perform to specification
with the applicable patches applied to the OS. It is recommended that the applicable patches
defined in the table above should be installed on the affected Mindray products.



https://catalog.s.download.windowsupdate.com/d/msdownload/update/software/secu/2025/12/windows10.0-kb5071543-x64_025ec75233c046b89159ab58b47f216652240872.msu
https://catalog.s.download.windowsupdate.com/d/msdownload/update/software/secu/2025/12/windows10.0-kb5071543-x64_025ec75233c046b89159ab58b47f216652240872.msu
https://catalog.s.download.windowsupdate.com/d/msdownload/update/software/secu/2025/12/windows10.0-kb5071544-x64_5fa88343a6db3dcae998e3197250446316995ee7.msu
https://catalog.s.download.windowsupdate.com/d/msdownload/update/software/secu/2025/12/windows10.0-kb5071544-x64_5fa88343a6db3dcae998e3197250446316995ee7.msu
https://catalog.s.download.windowsupdate.com/d/msdownload/update/software/secu/2025/12/windows10.0-kb5071544-x64_5fa88343a6db3dcae998e3197250446316995ee7.msu
https://catalog.s.download.windowsupdate.com/d/msdownload/update/software/secu/2025/12/windows10.0-kb5071544-x64_5fa88343a6db3dcae998e3197250446316995ee7.msu
https://catalog.s.download.windowsupdate.com/d/msdownload/update/software/secu/2025/12/windows10.0-kb5071543-x86_cd23c0885d23abc88a3caab4a2352ea6e41a85ac.msu
https://catalog.s.download.windowsupdate.com/d/msdownload/update/software/secu/2025/12/windows10.0-kb5071543-x86_cd23c0885d23abc88a3caab4a2352ea6e41a85ac.msu
https://catalog.s.download.windowsupdate.com/d/msdownload/update/software/secu/2025/12/windows10.0-kb5071543-x64_025ec75233c046b89159ab58b47f216652240872.msu
https://catalog.s.download.windowsupdate.com/d/msdownload/update/software/secu/2025/12/windows10.0-kb5071543-x64_025ec75233c046b89159ab58b47f216652240872.msu
https://catalog.s.download.windowsupdate.com/d/msdownload/update/software/secu/2025/12/windows10.0-kb5071544-x64_5fa88343a6db3dcae998e3197250446316995ee7.msu
https://catalog.s.download.windowsupdate.com/d/msdownload/update/software/secu/2025/12/windows10.0-kb5071544-x64_5fa88343a6db3dcae998e3197250446316995ee7.msu
https://catalog.s.download.windowsupdate.com/d/msdownload/update/software/secu/2025/12/windows10.0-kb5071544-x64_5fa88343a6db3dcae998e3197250446316995ee7.msu
https://catalog.s.download.windowsupdate.com/d/msdownload/update/software/secu/2025/12/windows10.0-kb5071544-x64_5fa88343a6db3dcae998e3197250446316995ee7.msu
https://catalog.s.download.windowsupdate.com/d/msdownload/update/software/secu/2025/12/windows10.0-kb5071543-x64_025ec75233c046b89159ab58b47f216652240872.msu
https://catalog.s.download.windowsupdate.com/d/msdownload/update/software/secu/2025/12/windows10.0-kb5071543-x64_025ec75233c046b89159ab58b47f216652240872.msu
https://catalog.s.download.windowsupdate.com/d/msdownload/update/software/secu/2025/12/windows10.0-kb5071543-x64_025ec75233c046b89159ab58b47f216652240872.msu
https://catalog.s.download.windowsupdate.com/d/msdownload/update/software/secu/2025/12/windows10.0-kb5071543-x64_025ec75233c046b89159ab58b47f216652240872.msu
https://catalog.s.download.windowsupdate.com/d/msdownload/update/software/secu/2025/12/windows10.0-kb5071543-x64_025ec75233c046b89159ab58b47f216652240872.msu
https://catalog.s.download.windowsupdate.com/d/msdownload/update/software/secu/2025/12/windows10.0-kb5071543-x64_025ec75233c046b89159ab58b47f216652240872.msu
https://catalog.s.download.windowsupdate.com/d/msdownload/update/software/secu/2025/12/windows10.0-kb5071543-x64_025ec75233c046b89159ab58b47f216652240872.msu
https://catalog.s.download.windowsupdate.com/d/msdownload/update/software/secu/2025/12/windows10.0-kb5071543-x64_025ec75233c046b89159ab58b47f216652240872.msu
https://catalog.s.download.windowsupdate.com/d/msdownload/update/software/secu/2025/12/windows10.0-kb5071544-x64_5fa88343a6db3dcae998e3197250446316995ee7.msu
https://catalog.s.download.windowsupdate.com/d/msdownload/update/software/secu/2025/12/windows10.0-kb5071544-x64_5fa88343a6db3dcae998e3197250446316995ee7.msu
https://catalog.s.download.windowsupdate.com/d/msdownload/update/software/secu/2025/12/windows10.0-kb5071543-x64_025ec75233c046b89159ab58b47f216652240872.msu
https://catalog.s.download.windowsupdate.com/d/msdownload/update/software/secu/2025/12/windows10.0-kb5071543-x64_025ec75233c046b89159ab58b47f216652240872.msu
https://catalog.s.download.windowsupdate.com/d/msdownload/update/software/secu/2025/12/windows10.0-kb5071544-x64_5fa88343a6db3dcae998e3197250446316995ee7.msu
https://catalog.s.download.windowsupdate.com/d/msdownload/update/software/secu/2025/12/windows10.0-kb5071544-x64_5fa88343a6db3dcae998e3197250446316995ee7.msu
https://catalog.s.download.windowsupdate.com/d/msdownload/update/software/secu/2025/12/windows10.0-kb5071543-x64_025ec75233c046b89159ab58b47f216652240872.msu
https://catalog.s.download.windowsupdate.com/d/msdownload/update/software/secu/2025/12/windows10.0-kb5071543-x64_025ec75233c046b89159ab58b47f216652240872.msu
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If you need information on how to obtain the approved patches or have any question, please
feel free to contact Mindray regional service engineer or Mindray Service Department (email:

service@mindray.com).

Thank you for your kind attention and cooperation.

Sincerely yours,
Mindray Service Department
Shenzhen Mindray Bio-Medical Electronics Co., Ltd.

Release Time: 2026-01-04




