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Security Patches for Mindray Products Running on Windows OS (November, 2022)

CONTENT

To Whom It May Concern,
Below content is only for your information.

Introduction:

We have reviewed the applicability to Mindray products of the Microsoft Windows security
patches released in November, 2022. The following CVEs have been evaluated:

CVE Identifiers

CVE-2022-41128
CVE-2022-41125
CVE-2022-41118
CVE-2022-41113
CVE-2022-41109
CVE-2022-41102
CVE-2022-41101
CVE-2022-41100
Vulnerability

CVE-2022-41099
CVE-2022-41098
CVE-2022-41097
Vulnerability

CVE-2022-41096
CVE-2022-41095
CVE-2022-41093
Vulnerability

CVE-2022-41091
CVE-2022-41090
CVE-2022-41088
Vulnerability

CVE-2022-41086
CVE-2022-41073
CVE-2022-41058
Vulnerability

CVE-2022-41057
CVE-2022-41056
Vulnerability

CVE-2022-41055
CVE-2022-41054
CVE-2022-41053
CVE-2022-41052
CVE-2022-41050
Vulnerability

Windows Scripting Languages Remote Code Execution Vulnerability
Windows CNG Key Isolation Service Elevation of Privilege Vulnerability
Windows Scripting Languages Remote Code Execution Vulnerability
Windows Win32 Kernel Subsystem Elevation of Privilege Vulnerability
Windows Win32k Elevation of Privilege Vulnerability

Windows Overlay Filter Elevation of Privilege Vulnerability

Windows Overlay Filter Elevation of Privilege Vulnerability

Windows Advanced Local Procedure Call (ALPC) Elevation of Privilege

BitLocker Security Feature Bypass Vulnerability
Windows GDI+ Information Disclosure Vulnerability
Network Policy Server (NPS) RADIUS Protocol Information Disclosure

Microsoft DWM Core Library Elevation of Privilege Vulnerability
Windows Digital Media Receiver Elevation of Privilege Vulnerability
Windows Advanced Local Procedure Call (ALPC) Elevation of Privilege

Windows Mark of the Web Security Feature Bypass Vulnerability
Windows Point-to-Point Tunneling Protocol Denial of Service Vulnerability
Windows Point-to-Point Tunneling Protocol Remote Code Execution

Windows Group Policy Elevation of Privilege Vulnerability
Windows Print Spooler Elevation of Privilege Vulnerability
Windows Network Address Translation (NAT) Denial of Service

Windows HTTP.sys Elevation of Privilege Vulnerability
Network Policy Server (NPS) RADIUS Protocol Denial of Service

Windows Human Interface Device Information Disclosure Vulnerability
Windows Resilient File System (ReFS) Elevation of Privilege Vulnerability
Windows Kerberos Denial of Service Vulnerability

Windows Graphics Component Remote Code Execution Vulnerability
Windows Extensible File Allocation Table Elevation of Privilege
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CVE-2022-41049
CVE-2022-41048
CVE-2022-41047
CVE-2022-41045
Vulnerability

CVE-2022-41039
Vulnerability

CVE-2022-38023
CVE-2022-38022
CVE-2022-38015
CVE-2022-37992
CVE-2022-37967
CVE-2022-37966
CVE-2022-23824

Netlogon RPC Elevation of Privilege Vulnerability

Windows Kernel Elevation of Privilege Vulnerability
Windows Hyper-V Denial of Service Vulnerability

Windows Group Policy Elevation of Privilege Vulnerability
Windows Kerberos Elevation of Privilege Vulnerability
Windows Kerberos RC4-HMAC Elevation of Privilege Vulnerability
AMD: CVE-2022-23824 IBPB and Return Address Predictor Interactions

For more details, please refer to the Microsoft website:
https://portal.msrc.microsoft.com/en-us/security-guidance.

Impacted Mindray Products:

Windows Mark of the Web Security Feature Bypass Vulnerability
Microsoft ODBC Driver Remote Code Execution Vulnerability
Microsoft ODBC Driver Remote Code Execution Vulnerability
Windows Advanced Local Procedure Call (ALPC) Elevation of Privilege

Windows Point-to-Point Tunneling Protocol Remote Code Execution

The following table lists the impacted device and those hotfixes determined to be

applicable to each device:

Product (015 Hotfix Download website Pre-installed
patch
Windows 10 KB5019966 windows10.0-kb5019966- KB5005112
Professional SP1 x64 7a0d3771499c76086a731bba | KB5003243
64bit 1809 7168ed9bba39aa2e.msu KB4587735
windows10.0-kb5019966- KB5005112
Windows Server x64 7a0d3771499c76086a731bba | KB5003243
2019 KB5019966 7168ed9bba39aa2e.msu KB4587735
KB5019964 windows10.0-kb5019964-
Windows 10 1607 x86_a35091d957c57b6075af10883 | KB4498947
BeneVision | for 32-bit 921700864038ef9.msu KB4132216
CMS KB5019964 windows10.0-kb5019964-
Windows 10 1607 x64 2fb8fcd0d1b3f8bfe8b85c6eecde | KB4498947
for x64-based 8315e98d1f883.msu KB4132216
KB5020010 windows8.1-kb5020010-
Windows Server x64 a569f0236a3b726e5b6b2e3f7
2012 R2 ¢280dbfb08b192c.msu
KB5019964 windows10.0-kb5019964-
Windows Server x64 2fb8fcd0d1b3f8bfe8b85c6ccde | KB4498947
2016 8315e98d1f883.msu KB4132216
Windows 10 KB5019966 windows10.0-kb5019966- KB5005112
BeneVision | Professional SP1 x64 7a0d3771499c76086a731bba | KB5003243
CMS 64bit 1809 7168ed9bba39aa2e.msu KB4587735
Viewer Windows 10 1607 KB5019964 windows10.0-kb5019964- KB4498947
for 32-bit x86_a35091d957c57b6075af10883 | KB4132216



https://portal.msrc.microsoft.com/en-us/security-guidance
https://catalog.s.download.windowsupdate.com/c/msdownload/update/software/secu/2022/11/windows10.0-kb5019966-x64_7a0d3771499c76086a731bba7168ed9bba39aa2e.msu
https://catalog.s.download.windowsupdate.com/c/msdownload/update/software/secu/2022/11/windows10.0-kb5019966-x64_7a0d3771499c76086a731bba7168ed9bba39aa2e.msu
https://catalog.s.download.windowsupdate.com/c/msdownload/update/software/secu/2022/11/windows10.0-kb5019966-x64_7a0d3771499c76086a731bba7168ed9bba39aa2e.msu
https://catalog.s.download.windowsupdate.com/c/msdownload/update/software/secu/2022/11/windows10.0-kb5019966-x64_7a0d3771499c76086a731bba7168ed9bba39aa2e.msu
https://catalog.s.download.windowsupdate.com/c/msdownload/update/software/secu/2022/11/windows10.0-kb5019966-x64_7a0d3771499c76086a731bba7168ed9bba39aa2e.msu
https://catalog.s.download.windowsupdate.com/c/msdownload/update/software/secu/2022/11/windows10.0-kb5019966-x64_7a0d3771499c76086a731bba7168ed9bba39aa2e.msu
https://catalog.s.download.windowsupdate.com/d/msdownload/update/software/secu/2022/11/windows10.0-kb5019964-x86_a35091d957c57b6075af108839a1700864038ef9.msu
https://catalog.s.download.windowsupdate.com/d/msdownload/update/software/secu/2022/11/windows10.0-kb5019964-x86_a35091d957c57b6075af108839a1700864038ef9.msu
https://catalog.s.download.windowsupdate.com/d/msdownload/update/software/secu/2022/11/windows10.0-kb5019964-x86_a35091d957c57b6075af108839a1700864038ef9.msu
https://catalog.s.download.windowsupdate.com/c/msdownload/update/software/secu/2022/11/windows10.0-kb5019964-x64_2fb8fcd0d1b3f8bfe8b85c6ccde8315e98d1f883.msu
https://catalog.s.download.windowsupdate.com/c/msdownload/update/software/secu/2022/11/windows10.0-kb5019964-x64_2fb8fcd0d1b3f8bfe8b85c6ccde8315e98d1f883.msu
https://catalog.s.download.windowsupdate.com/c/msdownload/update/software/secu/2022/11/windows10.0-kb5019964-x64_2fb8fcd0d1b3f8bfe8b85c6ccde8315e98d1f883.msu
https://catalog.s.download.windowsupdate.com/c/msdownload/update/software/secu/2022/11/windows8.1-kb5020010-x64_a569f0236a3b726e5b6b2e3f7c280dbfb08b192c.msu
https://catalog.s.download.windowsupdate.com/c/msdownload/update/software/secu/2022/11/windows8.1-kb5020010-x64_a569f0236a3b726e5b6b2e3f7c280dbfb08b192c.msu
https://catalog.s.download.windowsupdate.com/c/msdownload/update/software/secu/2022/11/windows8.1-kb5020010-x64_a569f0236a3b726e5b6b2e3f7c280dbfb08b192c.msu
https://catalog.s.download.windowsupdate.com/c/msdownload/update/software/secu/2022/11/windows10.0-kb5019964-x64_2fb8fcd0d1b3f8bfe8b85c6ccde8315e98d1f883.msu
https://catalog.s.download.windowsupdate.com/c/msdownload/update/software/secu/2022/11/windows10.0-kb5019964-x64_2fb8fcd0d1b3f8bfe8b85c6ccde8315e98d1f883.msu
https://catalog.s.download.windowsupdate.com/c/msdownload/update/software/secu/2022/11/windows10.0-kb5019964-x64_2fb8fcd0d1b3f8bfe8b85c6ccde8315e98d1f883.msu
https://catalog.s.download.windowsupdate.com/c/msdownload/update/software/secu/2022/11/windows10.0-kb5019966-x64_7a0d3771499c76086a731bba7168ed9bba39aa2e.msu
https://catalog.s.download.windowsupdate.com/c/msdownload/update/software/secu/2022/11/windows10.0-kb5019966-x64_7a0d3771499c76086a731bba7168ed9bba39aa2e.msu
https://catalog.s.download.windowsupdate.com/c/msdownload/update/software/secu/2022/11/windows10.0-kb5019966-x64_7a0d3771499c76086a731bba7168ed9bba39aa2e.msu
https://catalog.s.download.windowsupdate.com/d/msdownload/update/software/secu/2022/11/windows10.0-kb5019964-x86_a35091d957c57b6075af108839a1700864038ef9.msu
https://catalog.s.download.windowsupdate.com/d/msdownload/update/software/secu/2022/11/windows10.0-kb5019964-x86_a35091d957c57b6075af108839a1700864038ef9.msu
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9a1700864038ef9.msu
KB5019964 windows10.0-kb5019964-
Windows 10 1607 x64 2fb8fcd0d1b3f8bfe8b85c6eede | KB4498947
for x64-based 8315e98d1f883.msu KB4132216
KB5020023 windows8.1-kb5020023-
Windows Server x64 bac631bd04b0ed264983ca415
2012 R2 368a38aff5e323f.msu
Windows 10 KB5019966 windows10.0-kb5019966- KB5005112
Professional SP1 x64 7a0d3771499c76086a731bba | KB5003243
64bit 1809 7168ed9bba39aa2e.msu KB4587735
windows10.0-kb5019966- KB5005112
Windows Server Xx64 7a0d3771499c76086a731bba | KB5003243
Hypervisor | 2019 KB5019966 7168ed9bba39aa2e.msu KB4587735
X CMS KB5019964 windows10.0-kb5019964-
Windows 10 1607 x86_a35091d957c57b6075af10883 | KB4498947
for 32-bit 9a1700864038ef9.msu KB4132216
KB5019964 windows10.0-kb5019964-
Windows 10 1607 x86_a35091d957c57b6075af10883 | KB4498947
for x64-based 9a21700864038ef9.msu KB4132216
Windows 10 KB5019966 windows10.0-kb5019966- KB5005112
Professional SP1 Xx64 7a0d3771499c76086a731bba | KB5003243
64bit 1809 7168ed9bba39aa2e.msu KB4587735
windows10.0-kb5019966- KB5005112
Windows Server Xx64 7a0d3771499c76086a731bba | KB5003243
2019 KB5019966 7168ed9bba39aa2e.msu KB4587735
KB5019964 windows10.0-kb5019964-
eGateway | Windows 10 1607 x86 _a35091d957¢57b6075af10883 | KB4498947
for x64-based 9a1700864038ef9.msu KB4132216
KB5020010 windows8.1-kb5020010-
Windows Server x64 a569f0236a3b726e5b6b2e3f7
2012 R2 ¢280dbfb08b192c.msu
KB5019964 windows10.0-kb5019964-
Windows Server x64 2fb8fcd0d1b3f8bfe8b85c6eecde | KB4498947
2016 8315e98d1f883.msu KB4132216
KB5019964 windows10.0-kb5019964-
Windows 10 1607 x86_a35091d957c57b6075af10883 | KB4498947
for x64-based 9a1700864038ef9.msu KB4132216
KB5020023 windows8.1-kb5020023-
Windows Server x64 bac631bd04b0ed264983ca41
MLDAP 2012 R2 5368a38aff5e323f.msu
Server KB5019964 windows10.0-kb5019964-
Windows Server x64 2fb8fcd0d1b3f8bfe8b85c6ecde | KB4498947
2016 8315e98d1f883.msu KB4132216
windows10.0-kb5019966- KB5005112
Windows Server x64 7a0d3771499c76086a731bba | KB5003243
2019 KB5019966 7168ed9bba39aa2e.msu KB4587735
Mobile Windows Server KB5019964 windows10.0-kb5019964- KB4498947



https://catalog.s.download.windowsupdate.com/d/msdownload/update/software/secu/2022/11/windows10.0-kb5019964-x86_a35091d957c57b6075af108839a1700864038ef9.msu
https://catalog.s.download.windowsupdate.com/c/msdownload/update/software/secu/2022/11/windows10.0-kb5019964-x64_2fb8fcd0d1b3f8bfe8b85c6ccde8315e98d1f883.msu
https://catalog.s.download.windowsupdate.com/c/msdownload/update/software/secu/2022/11/windows10.0-kb5019964-x64_2fb8fcd0d1b3f8bfe8b85c6ccde8315e98d1f883.msu
https://catalog.s.download.windowsupdate.com/c/msdownload/update/software/secu/2022/11/windows10.0-kb5019964-x64_2fb8fcd0d1b3f8bfe8b85c6ccde8315e98d1f883.msu
https://catalog.s.download.windowsupdate.com/d/msdownload/update/software/secu/2022/11/windows8.1-kb5020023-x64_bac631bd04b0ed264983ca415368a38aff5e323f.msu
https://catalog.s.download.windowsupdate.com/d/msdownload/update/software/secu/2022/11/windows8.1-kb5020023-x64_bac631bd04b0ed264983ca415368a38aff5e323f.msu
https://catalog.s.download.windowsupdate.com/d/msdownload/update/software/secu/2022/11/windows8.1-kb5020023-x64_bac631bd04b0ed264983ca415368a38aff5e323f.msu
https://catalog.s.download.windowsupdate.com/c/msdownload/update/software/secu/2022/11/windows10.0-kb5019966-x64_7a0d3771499c76086a731bba7168ed9bba39aa2e.msu
https://catalog.s.download.windowsupdate.com/c/msdownload/update/software/secu/2022/11/windows10.0-kb5019966-x64_7a0d3771499c76086a731bba7168ed9bba39aa2e.msu
https://catalog.s.download.windowsupdate.com/c/msdownload/update/software/secu/2022/11/windows10.0-kb5019966-x64_7a0d3771499c76086a731bba7168ed9bba39aa2e.msu
https://catalog.s.download.windowsupdate.com/c/msdownload/update/software/secu/2022/11/windows10.0-kb5019966-x64_7a0d3771499c76086a731bba7168ed9bba39aa2e.msu
https://catalog.s.download.windowsupdate.com/c/msdownload/update/software/secu/2022/11/windows10.0-kb5019966-x64_7a0d3771499c76086a731bba7168ed9bba39aa2e.msu
https://catalog.s.download.windowsupdate.com/c/msdownload/update/software/secu/2022/11/windows10.0-kb5019966-x64_7a0d3771499c76086a731bba7168ed9bba39aa2e.msu
https://catalog.s.download.windowsupdate.com/d/msdownload/update/software/secu/2022/11/windows10.0-kb5019964-x86_a35091d957c57b6075af108839a1700864038ef9.msu
https://catalog.s.download.windowsupdate.com/d/msdownload/update/software/secu/2022/11/windows10.0-kb5019964-x86_a35091d957c57b6075af108839a1700864038ef9.msu
https://catalog.s.download.windowsupdate.com/d/msdownload/update/software/secu/2022/11/windows10.0-kb5019964-x86_a35091d957c57b6075af108839a1700864038ef9.msu
https://catalog.s.download.windowsupdate.com/d/msdownload/update/software/secu/2022/11/windows10.0-kb5019964-x86_a35091d957c57b6075af108839a1700864038ef9.msu
https://catalog.s.download.windowsupdate.com/d/msdownload/update/software/secu/2022/11/windows10.0-kb5019964-x86_a35091d957c57b6075af108839a1700864038ef9.msu
https://catalog.s.download.windowsupdate.com/d/msdownload/update/software/secu/2022/11/windows10.0-kb5019964-x86_a35091d957c57b6075af108839a1700864038ef9.msu
https://catalog.s.download.windowsupdate.com/c/msdownload/update/software/secu/2022/11/windows10.0-kb5019966-x64_7a0d3771499c76086a731bba7168ed9bba39aa2e.msu
https://catalog.s.download.windowsupdate.com/c/msdownload/update/software/secu/2022/11/windows10.0-kb5019966-x64_7a0d3771499c76086a731bba7168ed9bba39aa2e.msu
https://catalog.s.download.windowsupdate.com/c/msdownload/update/software/secu/2022/11/windows10.0-kb5019966-x64_7a0d3771499c76086a731bba7168ed9bba39aa2e.msu
https://catalog.s.download.windowsupdate.com/c/msdownload/update/software/secu/2022/11/windows10.0-kb5019966-x64_7a0d3771499c76086a731bba7168ed9bba39aa2e.msu
https://catalog.s.download.windowsupdate.com/c/msdownload/update/software/secu/2022/11/windows10.0-kb5019966-x64_7a0d3771499c76086a731bba7168ed9bba39aa2e.msu
https://catalog.s.download.windowsupdate.com/c/msdownload/update/software/secu/2022/11/windows10.0-kb5019966-x64_7a0d3771499c76086a731bba7168ed9bba39aa2e.msu
https://catalog.s.download.windowsupdate.com/d/msdownload/update/software/secu/2022/11/windows10.0-kb5019964-x86_a35091d957c57b6075af108839a1700864038ef9.msu
https://catalog.s.download.windowsupdate.com/d/msdownload/update/software/secu/2022/11/windows10.0-kb5019964-x86_a35091d957c57b6075af108839a1700864038ef9.msu
https://catalog.s.download.windowsupdate.com/d/msdownload/update/software/secu/2022/11/windows10.0-kb5019964-x86_a35091d957c57b6075af108839a1700864038ef9.msu
https://catalog.s.download.windowsupdate.com/c/msdownload/update/software/secu/2022/11/windows8.1-kb5020010-x64_a569f0236a3b726e5b6b2e3f7c280dbfb08b192c.msu
https://catalog.s.download.windowsupdate.com/c/msdownload/update/software/secu/2022/11/windows8.1-kb5020010-x64_a569f0236a3b726e5b6b2e3f7c280dbfb08b192c.msu
https://catalog.s.download.windowsupdate.com/c/msdownload/update/software/secu/2022/11/windows8.1-kb5020010-x64_a569f0236a3b726e5b6b2e3f7c280dbfb08b192c.msu
https://catalog.s.download.windowsupdate.com/c/msdownload/update/software/secu/2022/11/windows10.0-kb5019964-x64_2fb8fcd0d1b3f8bfe8b85c6ccde8315e98d1f883.msu
https://catalog.s.download.windowsupdate.com/c/msdownload/update/software/secu/2022/11/windows10.0-kb5019964-x64_2fb8fcd0d1b3f8bfe8b85c6ccde8315e98d1f883.msu
https://catalog.s.download.windowsupdate.com/c/msdownload/update/software/secu/2022/11/windows10.0-kb5019964-x64_2fb8fcd0d1b3f8bfe8b85c6ccde8315e98d1f883.msu
https://catalog.s.download.windowsupdate.com/d/msdownload/update/software/secu/2022/11/windows10.0-kb5019964-x86_a35091d957c57b6075af108839a1700864038ef9.msu
https://catalog.s.download.windowsupdate.com/d/msdownload/update/software/secu/2022/11/windows10.0-kb5019964-x86_a35091d957c57b6075af108839a1700864038ef9.msu
https://catalog.s.download.windowsupdate.com/d/msdownload/update/software/secu/2022/11/windows10.0-kb5019964-x86_a35091d957c57b6075af108839a1700864038ef9.msu
https://catalog.s.download.windowsupdate.com/d/msdownload/update/software/secu/2022/11/windows8.1-kb5020023-x64_bac631bd04b0ed264983ca415368a38aff5e323f.msu
https://catalog.s.download.windowsupdate.com/d/msdownload/update/software/secu/2022/11/windows8.1-kb5020023-x64_bac631bd04b0ed264983ca415368a38aff5e323f.msu
https://catalog.s.download.windowsupdate.com/d/msdownload/update/software/secu/2022/11/windows8.1-kb5020023-x64_bac631bd04b0ed264983ca415368a38aff5e323f.msu
https://catalog.s.download.windowsupdate.com/c/msdownload/update/software/secu/2022/11/windows10.0-kb5019964-x64_2fb8fcd0d1b3f8bfe8b85c6ccde8315e98d1f883.msu
https://catalog.s.download.windowsupdate.com/c/msdownload/update/software/secu/2022/11/windows10.0-kb5019964-x64_2fb8fcd0d1b3f8bfe8b85c6ccde8315e98d1f883.msu
https://catalog.s.download.windowsupdate.com/c/msdownload/update/software/secu/2022/11/windows10.0-kb5019964-x64_2fb8fcd0d1b3f8bfe8b85c6ccde8315e98d1f883.msu
https://catalog.s.download.windowsupdate.com/c/msdownload/update/software/secu/2022/11/windows10.0-kb5019966-x64_7a0d3771499c76086a731bba7168ed9bba39aa2e.msu
https://catalog.s.download.windowsupdate.com/c/msdownload/update/software/secu/2022/11/windows10.0-kb5019966-x64_7a0d3771499c76086a731bba7168ed9bba39aa2e.msu
https://catalog.s.download.windowsupdate.com/c/msdownload/update/software/secu/2022/11/windows10.0-kb5019966-x64_7a0d3771499c76086a731bba7168ed9bba39aa2e.msu
https://catalog.s.download.windowsupdate.com/c/msdownload/update/software/secu/2022/11/windows10.0-kb5019964-x64_2fb8fcd0d1b3f8bfe8b85c6ccde8315e98d1f883.msu
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Server 2016 x64 2fb8fcd0d1b3f8bfe8b85cb6ccde | KB4132216
8315e98d1f883.msu
KB5020023 windows8.1-kb5020023-
Windows Server x64 bac631bd04b0ed264983ca41
2012 R2 5368a38aff5e323f.msu
windows10.0-kb5019966- KB5005112
Windows Server x64 7a0d3771499c76086a731bba | KB5003243
2019 KB5019966 7168ed9bba39aa2e.msu KB4587735
KB5019964 windows10.0-kb5019964-
iView Windows 10 1607 x86_a35091d957c57b6075af10883 | KB4498947
for x64-based 9a1700864038ef9.msu KB4132216

Conclusion and Recommendation:

We have validated that the Mindray products of the latest version can perform to specification
with the applicable patches applied to the OS. It is recommended that the applicable patches
defined in the table above should be installed on the affected Mindray products.

If you need information on how to obtain the approved patches or have any question, please
feel free to contact Mindray regional service engineer or Mindray Service Department (email:
service@mindray.com).

Thank you for your kind attention and cooperation.

Sincerely yours,

Mindray Service Department
Shenzhen Mindray Bio-Medical Electronics Co., Ltd.

Release Time: 2022-12-22
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